e /;5-\"}.. No.E&A (Agri)6-334/2023
- b)) GOVERNMENT OF THE PUNJAB
U J7h AGRICULTURE DEPARTMENT

Dated Lahore, the 11" January, 2023

The Director General Agriculture (Ext. & A.R.), Punjab, Lahore. |,
The Director General Agriculture (Field) Punjab, Lahore.

The Chief Scientist Agriculture (Research), Ayub Agricultural Research
Institute, Faisalabad.

The Director General Agriculture (WM), Punjab, Lahore.
The Director General, PW & QC of Pesticides, Punjab, Lahore.
The Director General, Soil Survey of Punjab, Multan Road,-Lahore.
The Director of Agricultural Information, Punjab, Lahore. ~ """
The Director of Agriculture, Crop Reporting Service, Punjab, Lahore.
The Chief, P&E Cell, Agriculture Department, Lahore.

10.  The Director of Agriculture (E&M), Punjab, Lahore.

11.  The Chief Coordinator, RAEDC, Vehari.

12.  The Director of Floriculture (T&R), Punjab, Lahore.

13.  The Director, Punjab Institute of Agriculture Marketing (PIAM), Lahore.
14, The Managing Director, Punjab Seed Corporation, Lahore.

15.  The Registrar, University of Agriculture, Faisalabad.

16. The Chief Executive, Punjab Agricultural Research Board, Lahore.

17. The Registrar, Arid University of Agriculture, Rawalpindi.
(jg/'l'-he Director, Market Committee Provincial Fund Board, Lahore.

~ The Registrar, Muhammad Nawaz Sharif University of Agriculture, Multan.

20.  The Chief Technical Advisor, Agriculture Delivery Unit (ADU), Lahore.

21. The Secretary Agriculture Commission, Lahore.

22. The Chief, Sugarcane Research & Development Board, Faisalabad

Subject:- CYBER SECURITY ADVISORY — MALICIOUS ANDROID APPS
TARGETING USERS IN SOUTH ASIA (ADVISORY NO.55)

| am directed to refer to the subject noted above and enclose herewith a
copy of letter No.SO(FG)3-72/2021 (Vol-ll), dated 29.12.2022 alongwith its enclosure
received from Section Officer (FG-I), Government of the Punjab, S&GAD is forwarded

for information and strict compliance.

(BQ\, ‘\\l\w

v

Ph. No.99210505

Cell, Agriculture Department.
2. PS to Secretary Agriculture.
3. PS to Special Secretary Agriculture. _
4 PAs to All Additional Secretaries / Deputy Secretaries, Agriculture

Department. :

/(K il All S-ection Officers/Senior Law Officer & Assistant Director (Stat.), Stat.
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Do Mo en/eoos (NTISBATTY dated 22,12.2022 received frown Assistant Secretary-IT

Coveinmelsd

No.SO(FG-1)3-72/2021 (Vo1
GOVERNMENT OF THE PUNJAp,
SERVICES &GENERAL ADMINISTR Ay
DEPARTMENT ON
(1&C WING)

Dated Lahore, the 29 Decemiber, 2022

The Senior Member Board of Revenue, Punjab. D,a‘_yN

Chairman, Planning & Development b Board, Punjab. Dag,

The
S A
e additional Chief Sc}:relary, Civjy ’? ’c“tfu,.,,
Government of the Punjab, K
5% A Department. it
The Additional Chief Secrelary,
Government of the Punjab, —
Home Departmenl. 3
Al the admiuistrative Seevetaries, Governient of the Punjab. R
! R
The Tuspector General of Police, Punjab. -
A1l the Divisional Commissioners, Punjab ;-",.
The Chaioman, funjab Tnfurmation & Technology Board, Punjab. - ;
Al e e puiy Comsissieners, Punjab. " Z_ P
YDRER SECURTYY ADVISORY -~ MALICIOUS_ANDROID A}*Ph-— _j :
1) \fi_(-_! TING USERS IN SOUTH ASIA (ADVISORY NQ.55). WS ()
o

Lindiy jefer Lo the subjeet cited above and find cuciosed herewitl a copy

Pf, f: ’l'" l«\ 7

ﬁ ..57/

of Pakistan, Cabinet Secretariag, Cabinet Division. (NTISB),

for necescary action and further distrilution to ileld formation fra

E&A Secti (’{/ i

D]ary n--u-uunn /

Date... [ k- Zzne ZARVA SAD Q,PMs

{ Govt. ofthePunja‘b“b'l'mN OV ER (FG-1)
Agri. Deptt, /
7R

venistant Oeerotare-l (NTISS),  Government of  Pakistan, Cabinet
Secrctarial, Cotinel Division, (NTISB), [slamabad w,/i to Lis lelter
volervod nhove,
'S0 1o Principal Seeretsrv to Gavernor Punjab, Punjab., ’

v 1o Chief Minister, unjab.
Peto Seevetary (15CY, S&GAD.

P80 Prineipal &

llv'lx
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GOVERNMENT OF PAKISTAN
CABINET SECRETARIAT
CABINET DIVISION
(NTISB)

No. 1-5/2003 (NTISB-II) Islarnabad, the 227 December, 2022
Subject: - Cyber Security Advisory — Malicious Android Apps Targeting Users in
South Asia (Advisory No. 55)

Recently, an active malicious campaign has been identified targeting Android
ucted by Bahamut APT

users in Middle East and South Asia. The malicious activity is cond
ry. The campalgn is active since Jan, 2022

“thesecurevpn.com’. Trojanized versions of

group which is a known Indian cyber mercena

and distributing malware through a fake website
7x legitimate apps “SoftVPN" and *‘OpenVPN" are being used by threat actor through 3

narty servers (not availabie on Google Play Store). The malicious apps have the capabilities
o exfiltrate phone calls, chat messages from popular messaging apps including Signal,
Viber, WhatsApp, Telegram and Facebook Messenger.

2. Summary of Attack
a. Attack Vector. The malicious Android apps used in this campaign is
delivered through website ‘thesecurevpn.com’; legitimate website is

“securevpn.com’.

b. Drutection Ratio. 17/91
Seurce invest igation reveais similasity of maiicicus coda

AnRE- - T Aliribution. Open
- ﬁ:r‘_!\,},i § .
& (ol used in malicious app is similar 1¢ code used in SecureChat 2pp, attributed to
vy Ezhamut APT gp.

4 d  Malware Capabilities
(1) When malware is installed, it can remotely te controlled by Bahamut
operators. and can exfilrate various sensitive data such as contacts,

SMS messages, call logs, list of mstalled apps, device location, device
accounts, device information (type of mtemet connection, IMEI, IP, SIM
serial no), recorded phone calls and list of files on extemal storage.
(2) It can steal notes from the SafeNotes apps and actively spy on chat
.-~ messages and information about call from popular messaglng 2pps
o i such as imo-Intl Calls & Chat, Facebook Messenger, Viber, Signal
) f_, ’f‘_‘f'"’ - Private Messenger, WhetsApp, Telegram, WeChat apps.
, £ v (3) Al exfiltrated data is stored in a local database and then sent 1o C2
/7,1; server. Malware functionality include ability to update the app by
| receiving a link to a new version from C2 server.
Bi Mitigation. If above mentioned malicious apps are found (installed on smart

;:t

hones), foilowing edial measures may be opted. - ) P
P "55"

: l A
@«\ ke
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X, A

a. Disable Wi-Filmchile data and remove DIV card-lenaluz g by 00
enable mobile data).

b Take a backup of perzonal media Filey (ezoiuding devicelyysteon

C. Perform a faciory resel.
d. Keep your smart phone, OS and apps uptizied

e. Regularly check the smart devicesVi-Fi cata usaye of apps insiail.

’

smart devices.
f. Use a reputed anti-virus and internet sectrity softwars packzoge or o
devices. ,.{
'
g. Download and install software only from Gfficaz ang stnzes, e siny oo 0
the iOE App Store. (’\, ’
4. For any query or reporting malware/cyber incident, plizioe (o N
s2me o following email addresses: -
a Falcon1947@proton.me
b. asntisbZ@cabinet.gov.pk
5. . Kindiy disseiminate the above messsye o oll conleioe
Vit PIaGnd, 2 clientadloffiiaied dapaneilds 400 SOTLI8 1 "9es ,
measures e g
“f :
.'”.‘,‘/“V A
jfg S ARAL U oy,
hdsictar: Setre /- u L
! [Pk 5521 ": Y
/ /
All Secrotaries of Ministries / Divisions of the Fzderal Sovecirrant apd T
Secreiaries of the Provingial Governmants,
Cony to: -
1. Secretary fo the Prime Minister, Prime WMinisier Secretanat, lelama=zad
2. Becretary in the President, Alwan-e-Sadar, lslamabad
2 .,nw,.czu.mretary Cabinst Division, Islarmabad
4. Additional Secretary I, Cabinet Division, lsiamabad
5. Director General (Tech), Die Szn, 181 Istan 5004
6. Director (IT), Cabinet Division, [slamaba:, |
_ T
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